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Thank You for Choosing This Product

Please read this manual carefully before installing or operating the network switch. Retain it for
future reference.

Power and Surge Protection

This equipment contains sensitive components that may be damaged by electrical surges, spikes,
or lightning. For reliable operation and to extend service life, use surge protection devices and/or an
uninterruptible power supply (UPS).

Intended Use

This switch is designed for commercial and enterprise Ethernet networking applications. It must be
installed, configured, and operated as described in this manual and in accordance with applicable
standards. Improper use may result in equipment damage or degraded network performance.

Disclaimer

The manufacturer is not responsible for damage caused by incorrect installation, misuse, use with
incompatible equipment, or failure to follow the instructions in this document. Specifications are
subject to change without notice.

Trademarks

All product names and trademarks mentioned are the property of their respective owners.

Environmental and Safety Notice

Do not expose the unit to moisture, liquids, direct sunlight, or extreme temperatures. Ensure proper
ventilation during operation. Dispose of this product in compliance with local electronic waste
regulations.

Support

For technical support, warranty claims, or service inquiries, please contact your authorized reseller
or distributor.

For the latest product manuals, firmware updates, and technical resources, visit:
https://www.dsgio.com/cms/



https://www.dsgio.com/cms/

=9aGic

Handling and Safety Precautions

To ensure safe and proper use of your Managed Switch, please observe the following handling and
safety guidelines:

General Safety

Ensure proper ventilation: Install the switch in a well-ventilated area. Do not block air vents or
place objects on top of the device to prevent overheating.

Use grounded outlets: Always plug the switch into a properly grounded electrical outlet that
matches the voltage rating specified in the device specifications.

Avoid moisture and liquids: Keep the switch away from water, moisture, and other liquids to
prevent electrical shock or equipment damage.

Use only approved accessories: Ensure that all connected cables, transceivers, and
accessories meet the correct power and data specifications to avoid malfunction or damage.

Handling and Installation

Lift with care: When moving or relocating the switch, handle it carefully to prevent injury. For
heavier units, use additional help or lifting equipment.

Use proper mounting techniques: If rack-mounting the switch, use the included rackmount
brackets and secure it using evenly tightened screws evenly. For desktop use, please the unit
on a stable, level surface.

Install optical modules properly: When inserting or removing SFP modules, handle them with
care to avoid damaging the connectors. Use only compatible modules certified for use with the
switch.

Power off before servicing: Always turn off the power and unplug the switch before performing
any physical maintenance, such as cleaning, cable rearrangement, or replacing modules.

Electrical Safety

Avoid overloading power circuits: Make sure the power source can handle the total power
requirement of the switch and any connected devices.

Surge protection: Protect the switch from power surges by connecting it to a surge protector or
uninterruptible power supply (UPS), especially in areas prone to voltage fluctuations.

Check cable integrity: Avoid using damaged, bent, or worn Ethernet or fibre cables. Damaged
cables can lead to poor performance or port failure.

Environment

Main recommended temperature and humidity: Operate the switch in conditions that comply
with the temperature and humidity ranges listed in the product datasheet.

Avoid dust and debris: Keep the area around the switch clean and dust-free to ensure
unblocked airflow and to prevent debris from entering the ventilation system or ports.

By following these precautions, you can help ensure safe operation, reliable performance, and a
longer lifespan for your managed switch.
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1 Introduction

The DSGio CMS-24410GF L2+ Managed Switch is
designed for small to medium-scale network
deployments, delivering a non-blocking switch
fabric  for  low-latency, high-speed data
transmission. With 24 RJ45 Gigabit ports and 4
multi-rate  10GbE SFP+ uplinks, it supports
scalable expansion and link aggregation for
enhanced throughput. Advanced Layer 2+
management features, including VLAN, QoS, MSTP, LACP, and comprehensive multicast
protocols (IGMP/MLD), ensure efficient traffic management. Security functions such as
802.1X, RADIUS, TACACS+, ACL, and IP Source Guard safeguard network integrity.
Supporting DHCP server/relay, Voice VLAN, sFlow monitoring, and Energy Efficient
Ethernet (802.3az), this 19-inch rackmount switch integrates seamlessly into enterprise and
data center environments.

Two model options are available for flexible deployment: one with a single internal
power supply, and another with dual hot-swappable power supplies and rear-facing ports for
clean and efficient rack installation.

Highlights

¢ Interfaces

o 24 x10/100/1000Mbps RJ45 ports
o 4 x1G/2.5G/10G SFP+ uplink slots
o 1 x console port for CLI management

o System Performance

Switching capacity: 128Gbps

Forwarding rate: 95.232Mpps (64-byte packets)
Packet buffer: 32Mb

MAC address table: 32K entries

Jumbo frames: up to 10KB

o O O O O

o Layer 2 Features

o VLAN: 4K 802.1Q, port-based, Q-in-Q, Voice VLAN

o Spanning Tree: STP (802.1D), RSTP (802.1w), MSTP (802.1s)

o Link aggregation: IEEE 802.3ad LACP, up to 14 groups / 8 ports per group

o IGMP snooping v1/v2/v3, 1K multicast groups; MLD snooping with IPv6 support
o Storm control, loop protection

CMS-24410GF-QSGO01.1 Page |5
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¢ QoS

o 8 queues per port

o Ingress/egress rate limiting (1Kbps/1pps granularity)
o DiffServ (RFC2474) remarking

o Scheduling: WRR, Strict, Hybrid

o |EEE 802.1p CoS, IP ToS/DSCP

o Security

o User/password authentication with up to 15 privilege levels

o Port security (MAC-based)

o |IEEE 802.1X port-based access control

o ACLs (L2/L3/L4), IP Source Guard, MAC/IP filtering

o RADIUS and TACACS+ authentication/authorization/accounting
o HTTPS and SSHv2 secure management

e Management

o CLI (console/Telnet/SSH), Web GUI, SNMP v1/v2c/v3

o Dual firmware images, config upload/download via HTTP/TFTP
o RMON (groups 1, 2, 3, 9), sFlow, LLDP

o DHCP client/relay/snooping/server with Option 82

o NTP time sync, system event/error logging

o Port mirroring, cable diagnostics, IPv6 configuration

e Physical & Power

o Dimensions: 440 x 44 x 220 mm / 440 x 44 x 250 mm (Hot-swappable PSU)
o Power: 100-240V AC input, 12V DC system power

o Max power consumption: 30W

o Fanless, desktop or rackmount, metal enclosure

o Internal PSU or dual hot-swappable redundant power unit model options

e Environmental & Compliance

Operating temperature: 0 ~ 50 °C; storage: —20 ~ 80 °C
Humidity: up to 90% RH non-condensing

EMC: CE, FCC, UKCA

Safety: EN62368-1

ESD: 4KV contact, 8KV air

O
O
O
O
O
o Surge protection: 1KV (line-to-line), 2KV (line-to-ground)

CMS-24410GF-QSGO01.1 Page |6
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2 Hardware
2.1 Package Contents

Before you begin installing the managed switch, please verify that your package contains the
following items:

One Network Switch

Note: Model CMS-24410GF-R-RP has
rear-facing ports layout

One or Two Power Cord
(depending on ordered SKU)

One Pair of Rack-mount Bracket
and 8 Screws

Single Internal PSU for
Model CMS-24410GF

Two Power Supply Units for
Model CMS-24410GF-R-RP*

*Model Name Abbreviation with RP denotes Redundant Power.

e 1 x L2+ Managed Switch
¢ 1 x Rackmount Kit for 19” Rack Installation

e 1 or2x Power Cord (depending on ordered SKU)

e 1 or 2 x Power Supply Unit (depending on ordered SKU — Single Internal Unit or Dual
Hot-swappable Power Module)

If any of above items are found missing or damaged, please contact your local supplier for a
replacement.

Note: The RP switch hardware design supports dual redundant power supplies. This feature
is hardware-based and not user-configurable.

CMS-24410GF-QSGO01.1 Page |7
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2.2

Hardware Description

This section describes the hardware of CMS-24410GF and CMS-24410GF-R-RP managed
switch and provides a physical and functional overview of the switches.

Front Panel View

CMS-24410GF
The front panel of the switch consists of 24 x 10/100/1000Mbps RJ45 ports, 4 x
1/2.5/10Gbps SFP+ ports and a console port. The LEDs are also located on the front panel.

LED Display

1G RJ45 Port

1G RJ45 Port

1G RJ45 Port

Console Port
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10G SFP* Port

CMS-24410GF-R-RP
Only the LED indicators are located on the front panel.

LED Display

24x 1GbE RJ45 + 4x 10GbE SFP+ L2+ Full Managed Ethernet Switch ‘

Rear Panel View

CMS-24410GF
The rear panel of the switch includes a power switch and an IEC 60320 power inlet for the

internal power supply.
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CMS-24410GF-R-RP
The rear panel of the switch consists of 24 x 10/100/1000Mbps RJ-45 ports, 4 x

1/2.5/10Gbps SFP+ ports and a console port. It also includes two slots for the hot-

swappable power modules.
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10G SFP+ Port  Console Port
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LED Indicators

The LED indicators provide real-time information about the system’s operating status. The
following table describes the meaning of each LED status and indication.

LED Colour / Status Description LED Number
Power On Power On -
On Link Up 1-24
Link/ACT
Blinking Data Activity 1-24
on Linked to Connecting 25 _ 08
SFP+ Device
Blinking Data Activity 25-28

Dual Power Input Operation

Red Button

Note: The CMS-24410GF-R-RP is equipped with dual PSUs for power redundancy. An
alarm will be triggered in case of any abnormality — for example, if only one PSU is powered
on. Press the Red Button to silence the warning sound.

CMS-24410GF-QSGO01.1
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2.3 Hardware Installation
2.3.1 Brackets & Rack-Mounting Installation
The switch comes with two L-shaped brackets and eight screws, allowing you to mount your

switch to a 19-inch rack. The following section guides you through installing the L-shaped
brackets on the switch and mounting the switch to a 19-inch rack.

1. Prepare the Rack-mount Kits
Remove the rack-mount kits and screws from the package. You will also need a Philips
screwdriver.

Power off your switch, and place it on a flat surface (e.g., a table).

Attach the two rack-mount brackets to the sides of the switch using your Philips screwdriver,
as shown in the picture below.

Ensure you fasten all the screws provided. Using insufficient number
of screws may cause the rack-mount brackets to be unable to
support the switch’s weight.

2. Mounting the Switch to the Rack

Before mounting the switch on a rack, ensure the rack-mount brackets are properly installed
as described above.

CMS-24410GF-QSGO01.1 Page |10
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It is recommended to use M5 or M6 rack screws for
mounting. If you are unsure which screws to use, contact
your rack manufacturer. Using incorrect rack screws may
damage the rack or the switch's rackmount brackets, and in
some cases, the incorrect screws may fail to support the
switch’s weight, causing it to fall from the rack

You will need four rack screws to secure the switch to your
rack. Secure all four screws as shown in the picture below.

2.3.2 Replacing Hot-Swappable Power Module
Note: This section is only applicable to Switch Model CMS-24410GF-R-RP.

Removing Hot-Swappable Power Module from the Switch

PSU Modules

The power module is located on the back panel of the switch. Before removing it, unplug the
power cord from the power module.

To remove the power module from the switch:
Step 1: Grip the power module handle, then press and hold the latch located on the module.

Step 2: Pull the power module firmly out of the switch.

CMS-24410GF-QSGO01.1 Page |11
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Installing Hot-Swappable Power Module into the Switch

Front Back

Before installing the new power module, make sure it is oriented correctly.

To install the power module:

Step 1: Grip the power module handle and insert the module into the switch’s power slot.
Push it in firmly until you hear a clicking sound, indicating the latch has locked securely.

Step 2: Insert the power cord into the IEC connector on the power module.

System Power Requirements

Power Input :12VDC

Power Consumption : Max. 30 Watts

Power Supply Information
Internal Power Supply Unit : Input - 100-240 V~, 47-63Hz, 1.5A Max.
Output - 12 VDC/5.4A (Max. 65W)

Hot-swappable : Input - 100-240 V~, 47-63Hz, 2-1A Max.
Power Supply Module Output - 12 VDC/5A (Max. 60W)

CMS-24410GF-QSGO01.1 Page |12
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Securing the Power Cable Using the Hook

Power Cable Hbok

As shown in the picture above, the power module includes a power cable hook to help
secure the cable.

To secure the power cable:
Step 1: Insert the power cable into the IEC connector on the power module.

Step 2: Gently pull down the power cable hook and use it to secure the cable, as illustrated
in the picture below.

CMS-24410GF-QSGO01.1 Page |13
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2.3.3 SFP Transceiver and Optical Cable Installation
Before Installing SFP Transceiver, ensure the following:

* Both ends of the SFP transceivers are the same type.

* The transmission distance, wavelength, and fiber cable specifications meet your
requirements.

* |tis recommended to purchase SFP transceivers from the same provider as the switch
to avoid incompatible issues.

Installing the SFP Transceiver and Optical Cable
Follow these steps to install the SFP transceiver and optical cable on the switch:

1. Insert the SFP transceiver: Align the SFP transceiver with the SFP slot on the switch,
then gently push it in until you hear a clicking sound, indicating that it is securely in place.

2. Connect the optical cable: Insert the optical fiber into the SFP transceiver. Again, push
until you hear a clicking sound to ensure a secure connection.

CMS-24410GF-QSGO01.1 Page |14
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Uninstalling the SFP Transceiver and Optical Cable
Follow these steps to uninstall the SFP transceiver and optical cable from the switch:

1. Disconnect the optical cable: Press and hold the latch on the optical fiber connector,
then gently pull the optical fiber out of the SFP transceiver, as shown in the figure below.

2. Remove the SFP transceiver: Lower the bale clasp (the small lever) on the SFP
transceiver. Hold the clasp, and carefully pull the SFP transceiver out of the switch’'s SFP
port as shown in the figure below.

CMS-24410GF-QSGO01.1 Page |15
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3 Initial Configuration of the Switch
3.1 Initial Switch Configuration Using Web Ul

After powering up the switch for the first time, you can perform the initial switch configuration
using a web browser. For managing other switch features, refer to the User Manual for
details.

The factory default IP address of the switch is 192.168.1.1 and Subnet Mask is
255.255.255.0.

CMS-24410GF

Factory Default Settings
IP address 192.168.1.1
subnet mask 255.255.255.0

CAT5e/6
cable

L

Computer
e.g. IP address 192.168.1.7
subnet mask 255.255.255.0

v & NewTab x  +

@ http//192.168.1.1

1. To begin with the initial configuration stage, you need to set up your PC’s IP address and
subnet mask to make sure that the PC can communicate with the switch. You must
choose an IP address for the computer in the range of 192.168.1.2 - 192.168.1.253 that
is not already in use.

2. Connect your PC to one of the RJ-45 Ports on the switch using a CAT5e/6 cable.
3. Open a web browser window.

4. Enter the switch IP address in the address bar and press Enter. That is,
http://192.168.1.1.

5. The Switch Login Page displays.
6. Enter the default login information:

e Username is admin
e Default password is admin

(Username and Password are case-sensitive)
7. Click Log In.

You are now ready to configure the switch. Refer to the User Manual for further information.

CMS-24410GF-QSGO01.1 Page |16
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3.2

Factory Default Configuration for AV-over-IP and KVM-over-IP Extenders

The default settings of this L2+ Managed Switch are optimised for its role as an access
switch in high-performance Layer 2+ networks. With 24 x 10/100/1000Mbps RJ45 ports for
endpoint devices and 4 x 10G SFP+ uplink ports, for cascading or connection to a core
aggregation switch, it provides a reliable foundation for AV-over-IP and KVM-over-IP
deployments.

Common use cases include:

o Connecting AV-over-IP transmitters and receivers in conference halls, classrooms, and
control rooms

¢ Linking KVM-over-IP devices in data centers, broadcast studios, and production facilities
e Supporting large-scale IP surveillance with multiple cameras

e Serving as an access layer switch in enterprise or campus networks with 10G uplinks to
the backbone

To support these applications, basic configuration of ports and VLAN are configured and
essential features such as Port Configuration, VLAN, IGMP and MLD Snooping, Jumbo
Frame, Rapid Spanning Tree Protocol (RSTP), LLDP, etc are enabled by default. VLAN 1 is
designated as the management VLAN, with the switch assigned a static IP address of
192.168.1.1 and operating as the IGMP Querier to manage multicast group membership
from initial setup.

The Factory Defaults are as follows:

1. Switch Model and Port Configuration
Switch Model : CMS-24410GF / CMS-24410GF-R-RP

Ports Configuration : 1Gbps RJ-45 Ports are configured as Access Mode
e Auto Negotiation
e Max. Frame Size (Jumbo Frame) 10KB Enabled
e Member of VLAN 1
10Gbps SFP+ Ports are configured as Trunk Mode
e Auto SFP detection
e Max. Frame Size (Jumbo Frame) 10KB Enabled
e Allow all VLANs

2. Management Interface

Management VLAN : VLAN1
Console or Web Ul : o Web (HTTP) - http://192.168.1.1 (HTTPS is disabled by
Access default.)

e SSH-192.168.1.1 Port 22

o Telnet-192.168.1.1 Port 23 (Telnet is disabled by
default.)

e Serial - Baud Rate: 115200, Data Bit: 8, Parity: None, Stop
Bit: 1, Flow Control: None.

CMS-24410GF-QSGO01.1 Page |17
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3. Default System IP Configuration

Switch IP Address
Default Gateway

DHCP or Static IP
Assignment

VLAN
VLAN Configuration

Link Aggregation

Aggregation Group
Configuration

LACP Port Timeout

LLDP
LLDP Interface

Transmit Interval

Spanning Tree Protocol

STP Bridge
Configuration

Basic Settings

IGMP and MLD Snooping

Basic Configuration

VLAN Configuration

192.168.1.1/24
192.168.1.254
Static

Factory default configuration assumes that the 1Gbps RJ-45

ports are used for endpoint connections and 10Gbps SFP+

ports are used for switch-to-switch connection:

e 1Gbps RJ-45 Ports are set to Access Mode in VLAN 1.

e 10Gbps SFP+ Ports are set to Trunk Mode allowing all
VLANSs.

NIL (Users need to configure the Aggregated Trunk Groups
accordingly.)

Factory default is Fast to transmit LACP packets each
second.

LLDP Mode Enabled for all interfaces.
Default 30 secs.

Enabled

Protocol - RSTP
Bridge Priority: 32768, Hello Time: 2, Forward Delay: 15, Max
Age: 20, Max Hop Count: 20, Transmit Hold Count: 6

e Global IGMP and MLD Snooping - Enabled

e Unregistered IPMCv4 and IPMCv6 Flooding Enabled -
Not Checked

e FastLeave- All 1Gbps RJ-45 Ports Checked (Enabled)

e Router Port- All 10Gbps SFP+ Ports Checked (Enabled)

: VLANID-1

IGMP and MLD Snooping - Enabled
Querier Election - Checked

Querier Address - 192.168.1.1

IGMP Compatibility - IGMPv2 / MLDv2

CMS-24410GF-QSGO01.1
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9. Green Ethernet

Port Configuration ¢ ActiPHY, PerfectReach and EEE are Disabled by default to
prevent disruption of real-time traffic and signals.

10. DHCP Server
Global Mode : Disabled

11. Switch User Configuration

User Name : admin

Privilege Level : 15
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Please refer to the User Manual to learn more about setup,
configuration options, and advanced features.

Limited Warranty

IN NO EVENT SHALL THE DIRECT VENDOR'S LIABILITY FOR DIRECT OR INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, LOSS OF PROFITS, LOSS OF
BUSINESS, OR FINANCIAL LOSS CAUSED BY THE USE OF THE PRODUCT EXCEED
THE PRICE PAID FOR THE PRODUCT.

The direct vendor makes no warranty or representation, expressed or implied, with respect to
the contents or use of this documentation, and expressly disclaims its quality, performance,
merchantability, or fitness for any particular purpose.

The direct vendor also reserves the right to revise or update the product or documentation
without obligation to notify any user of such revisions or updates. For further information,
please contact your direct vendor.

All brand names and registered trademarks are the property of their respective owners.



